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A Benefits of Using RACF for DB2 Security

A Migrating from DB2 Security to RACF Security

I Migration Planning T Implementation Options
I Converting DB2 Grants to RACF profiles
I DB2 External Security Module for RACF

A Migration Considerations
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Organizational Benefits of
RACF for DB2 /

A Fundamental Security Principals
I Accountability
I Auditability
I Separation of duties

I Least privilege
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Organizational Behefits of o o RS
RACF for DB2 / V e INTEGRITY PROFESSIONALS

A RACF is administered by staff focused on security.

A Database access is just one of the security areas on
which they are focused.

A Using RACF encourages separation of duties
between security administration and DB2 DBA role.

A RACF Security staff is aware of compliance
considerations.

A Compliance reports from one source.
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Technical Benefits Of VANGUARD
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A One or several sets of general resource classes

A A single profile can protect multiple objects via
generics, RACFVARS, group class profiles

A Phased implementation by DB2 subsystem, object
type, and object

A Support for IBM® z/OS® RACF constructs introduced
In z/OS V1R10 and later releases, e.g. distributed
identities

A Conversion utility available to assist RACF
Implementation

A Further Enhancements are likely
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Traditional DB2 Security
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User BOBS
needs execute

privilege to the
ACT01234 plan

DB2P Subsystem

GRANT

REVOKE

DB2P Catalog
DB2 Administrator

IGRANT EXECUTE ON PLAN ACT01234 TO BOBS
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