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Session Topics 

ÅBenefits of Using RACF for DB2 Security 

ÅMigrating from DB2 Security to RACF Security 

ïMigration Planning ï Implementation Options 

ïConverting DB2 Grants to RACF profiles 

ïDB2 External Security Module for RACF 

ÅMigration Considerations 
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Organizational Benefits of  

RACF for DB2 

ÅFundamental Security Principals 

ïAccountability 

ïAuditability 

ïSeparation of duties 

ïLeast privilege 
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Organizational Benefits of  

RACF for DB2 

ÅRACF is administered by staff focused on security. 

ÅDatabase access is just one of the security areas on 

which they are focused. 

ÅUsing RACF encourages separation of duties 

between security administration and DB2 DBA role. 

ÅRACF Security staff is aware of compliance 

considerations. 

ÅCompliance reports from one source.   
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Technical Benefits Of  

RACF for DB2 

ÅOne or several sets of general resource classes  

ÅA single profile can protect multiple objects via 

generics, RACFVARS, group class profiles  

ÅPhased implementation by DB2 subsystem, object 

type, and object 

ÅSupport for IBM® z/OS® RACF constructs introduced 

in z/OS V1R10 and later releases, e.g. distributed 

identities 

ÅConversion utility available to assist RACF 

implementation 

ÅFurther Enhancements are likely 
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Traditional DB2 Security 
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